
近期出現新型詐騙，歹徒假借兒童作品投票、
寵物票選或抽獎活動提供不明連結要求登入
LINE帳號，並要求輸入綁定電話號碼、簡訊
驗證碼或密碼取得資訊後盜用LINE帳號向親友
借錢詐騙

該行為涉及刑法詐欺及妨害電腦使用
相關罪，可檢附事證至警察機關報案

提高警覺不點連結、不給驗證碼才是
防詐關鍵

小心LINE帳號被盜用

若出現下列情形，帳號可能已遭盜用
未重複註冊下卻無法登入且被強制登出

帳號擅自對朋友發送訊息

如有相關疑問請撥165反詐專線，如需通譯服務請撥打1955如有相關疑問請撥165反詐專線，如需通譯服務請撥打1955
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Recently a new type of scam has appeared where scammers 
pretend to hold online votes for art works by children, 
cutest pet, or lucky draw events. These provide unknown 
links that ask users to log into their LINE accounts, 
requesting the bonded phone number, SMS verification code, 
or password. Once this information has been obtained, they hijack the LINE 
account and ask friends and family for money.

This behavior involves criminal fraud and 
offenses against computer security. 
Evidence can be submitted to the police 
when filing a report

The key to preventing scams is to remain 
vigilant. Never click on links or provide 
verification codes to someone else

Beware of your LINE 
account being hacked

In any of the following situations 
your account may have been hacked:

Unable to log in and forcibly logged out 
even without duplicate registration

The account sends unauthorized 
messages to friends

If you have any related questions. call the 165 Anti-Fraud Hotline. 
If you require interpretation services call the 1955 Hotline

If you have any related questions. call the 165 Anti-Fraud Hotline. 
If you require interpretation services call the 1955 Hotline
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Muncul modus penipuan baru belakangan ini, pelaku 
menggunakan pemilihan karya anak-anak, pemilihan 
hewan peliharaan atau undian dengan menyediakan 
tautan untuk bergabung dalam akun LINE, dan diharuskan 
untuk memasukan no telepon, SMS kode verifikasi atau kode 
sandi, setelah mendapatkannya kemudian akan menggunakan akun LINE 
tersebut untuk penipuan meminjam uang ke kerabat dan teman Anda 

Tindakan ini merupakan tindak pidana 
penipuan dan penghalangan penggunaan 
komputer, dapat melaporkan kasus disertai 
dengan bukti ke polisi

Tingkatkan kewaspadaan untuk tidak 
menekan tautan, tidak memberikan kode 
verifikasi adalah kunci penting pencegahan 
penipuan

Waspada Pembajakan 
Akun LINE

Akun Anda mungkin telah dibajak 
jika muncul situasi berikut ini
Tidak dapat login tanpa registrasi ulang 
dan logout dengan sendirinya

Akun bersangkutan mengirimkan pesan 
yagn tidak pernah dibuat ke kontak teman 

Jika ada pertanyaan terkait, silakan menghubungi hotline anti penipuan 165, 
jika memerlukan layanan penerjemah, silakan menghubungi 1955

Jika ada pertanyaan terkait, silakan menghubungi hotline anti penipuan 165, 
jika memerlukan layanan penerjemah, silakan menghubungi 1955
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Gần đây xuất hiện hình thức lừa đảo mới. Kẻ xấu giả danh các cuộc bình 
chọn tác phẩm thiếu nhi, bình chọn thú cưng hoặc chương trình 
rút thăm trúng thưởng, cung cấp đường link không rõ nguồn gốc 
và yêu cầu đăng nhập tài khoản LINE. Sau đó, chúng yêu cầu nhập 
số điện thoại đã liên kết, mã xác minh qua tin nhắn hoặc mật khẩu để 
lấy thông tin, rồi chiếm đoạt tài khoản LINE mạo danh người dùng để vay tiền bạn bè, 
người thân nhằm chiếm đoạt tài sản

Hành vi này có thể cấu thành tội lừa đảo và các 
tội danh liên quan đến xâm phạm việc sử dụng 
máy tính theo Bộ luật Hình sự, có thể nộp bằng 
chứng cho cảnh sát để lập biên bản
Nâng cao cảnh giác không nhấp vào liên kết, 
không cung cấp mã xác minh là chìa khóa để 
phòng chống lừa đảo

Cẩn thận tài khoản LINE 
bị đánh cắp

Nếu xuất hiện các tình huống sau, 
tài khoản có thể đã bị đánh cắp:

Không đăng ký lại nhưng vẫn không thể đăng 
nhập và bị buộc đăng xuất 

Tài khoản tự ý gửi tin nhắn cho bạn bè

Mọi thắc mắc liên quan, vui lòng gọi đến đường dây nóng chống lừa đảo 165, 
nếu cần dịch vụ phiên dịch, hãy gọi đường dây nóng 1955

Mọi thắc mắc liên quan, vui lòng gọi đến đường dây nóng chống lừa đảo 165, 
nếu cần dịch vụ phiên dịch, hãy gọi đường dây nóng 1955
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ในชวงนี้พบการหลอกลวงรูปแบบใหม คนรายแอบอางการโหวตผลงานเด็ก 

การประกวดสัตวเลี้ยงหรือกิจกรรมจับรางวัล 

โดยสงลิงกที่ไมทราบแหลงที่มาเพื่อใหเหยื่อล็อกอินบัญชี LINE 

และขอใหกรอกหมายเลขโทรศัพทที่ผูกกับบัญชี รหัสยืนยันทาง SMS หรือรหัสผาน 

เมื่อไดขอมูลไปแลวจะขโมยบัญชี LINE ไปหลอกยืมเงินจากเพื่อนหรือญาติ

การกระทำดังกลาวเขาขายความผิดฐานฉอโกงและความผิด

เกี่ยวกับคอมพิวเตอรตามกฎหมายอาญา 

สามารถรวบรวมหลักฐานแจงความตอหนวยงานตำรวจได

กุญแจสำคัญในการปองกันการหลอกลวงคือเพิ่มความระมัด

ระวัง ไมกดลิงกและไมใหรหัสยืนยัน

ระวังบัญชี LINE ถูกขโมยใชงาน

หากพบสถานการณตอไปนี้ บัญชี LINE ของคุณอาจถูกขโมยแลว

ไมไดลงทะเบียนซ้ำแตกลับเขาสูระบบไมไดและถูกบังคับใหออกจากระบบ

สงขอความถึงเพื่อนเองโดยที่คุณไมไดเปนผูสง

หากมีขอสงสัย โปรดโทรสายดวนปองกันมิจฉาชีพ 165 หากตองการลามแปลภาษา โปรดโทร 1955หากมีขอสงสัย โปรดโทรสายดวนปองกันมิจฉาชีพ 165 หากตองการลามแปลภาษา โปรดโทร 1955
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